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ABSTRACT
AUTHOR: Timothy F. O'Hara
TITLE: Cyber Warfare / Cyber Terrorism
FORMAT: Strategy Research Project

DATE: 19 March 2004 PAGES: 34 CLASSIFICATION: Unclassified

This paper is divided into three parts. The first part of this paper will provide an overview
of cyber warfare as an element of information warfare. It continues with the general background
of the current strategic environment we are operating in. It will review why information warfare
has become such an attractive alternative form of conflict and it will review the traditional
principles of warfare and why they may or may not apply any longer to cyber warfare. It will also
propose new principles of warfare that might be needed to conduct cyber warfare. This section
will then conclude with a review of offensive and defensive cyber warfare concepts.

The second part gives a general overview of cyber terrorism. It will offer the reader a
definition of cyber terrorism and cyber terrorism support. This section will examine three
possible levels of cyber terrorist attacks. It will conclude with an analysis of the factors that may
or may not encourage terrorists to engage in cyber terrorist operations.

The third and final section of this paper will attempt to answer the question “Is cyber
terrorism a legitimate threat?” It will examine other factors that should be considered when
evaluating cyber terrorism as a potential threat.
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CYBER WARFARE/CYBER TERRORISM

“Our foes have extended the fields of battle — from physical space to
cyberspace.”

¥ President Clinton, 22 May 1998

The way we conduct our conflicts is a reflection of our society. This is not a unique
observation. In their book War and Antiwar, Heidi and Alvin Toffler observed that the way
warfare is conducted is a reflection of the historical period. They divided human history and their
corresponding conflicts into three waves. The first wave was the Agrarian Wave. The second
wave was the Industrial Wave and the third wave, the current phase, is the Information Wave.

In their book, the Tofflers argued that Agrarian Wave warfare was conducted mainly for
the control of local resources and reflected the agrarian nature of the era. Warriors were either
members of the parties in direct control of the disputed resources or were conscripted tenants of
feudal estates. Maintaining large standing armies was generally not feasible due to resource
constraints. Those who manned the armies were also needed to tend the land. The groups who
were able to maintain large standing armies and retain their agricultural base ensured their
military dominance over others.

The Industrial Wave was the era of mass production. Warfare was conducted on a mass
production basis. Large standing armies were produced and maintained. Entire societies were
engaged in warfare with other societies. The entire productive effort of a society was required to
support the war. Consequently, societies as a whole had a much greater investment in the
winning and losing of such conflicts. Conflicts were no longer limited to combatant personnel.
Non-combatants were now equally at risk.

The Tofflers concluded that we are currently in the Information Wave of warfare. Mass
production has been replaced with unit production and specialization. Specialization encourages
balkanization of people and resources. Mass production has been replaced with information
specialization. Our dependency on technology, information, and interconnectivity to accomplish
information specialization is growing at an exponential rate. Correspondingly, the way we
conduct our military conflicts has changed from a mass production approach to an informational
approach requiring specialization.

This paper is divided into three parts. The first part will provide an overview of cyber
warfare as an element of information warfare. It continues with the general background of the
current strategic environment we are operating in. It will review why information warfare has

become such an attractive alternative form of conflict and it will review the traditional principles



of warfare and why they may or may not apply to cyber warfare. It will also propose new
principles of warfare that might be needed to conduct cyber warfare. This section will then
conclude with a review of offensive and defensive cyber warfare concepts.

The second part gives a general overview of cyber terrorism. It will offer the reader a
definition of cyber terrorism and cyber terrorism support. This section will examine three
possible levels of cyber terrorist attacks. It will conclude with an analysis of the factors that may
or may not encourage terrorists to engage in cyber terrorist operations.

The third and final section of this paper will attempt to answer the question “Is cyber
terrorism a legitimate threat?” It will examine other factors that should be considered when
evaluating cyber terrorism as a potential threat.

In an effort to limit the scope of this paper the author has made some basic assumptions.
First, the paper does not differentiate between the cyber activities conducted by hackers, activist
groups, terrorist organizations, or nation-states. The logic behind this assumption is simple.
Each group may have different motivations and target sets, but the technical tools they will use
to launch their cyber warfare operations are the same. Second, it is assumed that our collective
cyber security is only as good as the weakest link in the cyber chain. If in fact we are living in a
truly “networked” environment then a minimal level of cyber security must be maintained to
ensure the safety of all. Next, this paper was written with the typical commercial information
system in mind. Specialized military information systems or information systems that are “air-
gapped,” are the exception and are outside the scope of this paper. Finally, cyber threats
conducted by “insiders” are not addressed. The threats that insider attacks pose to cyber
systems are significant, but the issues raised by this problem exceed the scope of this

paper.

“May you live in interesting times.”

% Ancient Chinese Proverb / Curse

The United States currently faces an increasingly hostile and unfriendly world. The
collapse of the former Soviet Union has created a uni-polar environment with fewer constraints.
Increasingly we are seeing the balkanization of areas, which were previously united. Regional
nationalism, culturisms and other area specific issues, which were once covered over, have now
surfaced. The increased interest in religious fundamentalism and intolerance is fueling already
sensitive regional antagonisms. None of these regions shared the recent period of global
economic prosperity. The gap between the countries who did prosper economically and those



who did not continues to grow. Flashpoints along the world’s cultural fault lines have increased
and many are ready to explode. Each represents a potential threat to the interest and security of
the United States. Our involvement in these flashpoints makes us a lightning rod for criticism
and direct action by those who are not satisfied with United States policy.

In many ways the current world situation is a result of United States successes in world
affairs. The United States is a victim of a Cold War / Gulf War paradox--as the world’s only
remaining superpower, the harder we work to defeat our primary enemies the more open we
become to attack by other lesser enemies. Our recent military victories, especially after our
efforts in the Gulf War, clearly prove to those who would wish us harm that we cannot be
successfully attacked in the traditional political, economic, and military manner. Our adversaries
realize this and consequently understand that the only opportunity to achieve their political,
social, or economic objectives lay in the ability to attack us through warfare by other means
(WBOM)

WBOM can be expressed in two forms. The first form is the kinetic attack. A force-on-
force engagement would best represent a traditional kinetic attack. When forces are
asymmetric, the traditional form is not always feasible; therefore, suicide bombers might be
used. A strategically planned suicide attack can have an impact well beyond its immediate
operational results. The United States learned this costly lesson in Beirut when the Marine
barracks were destroyed and again on September 11, 2001.

The second form of WBOM is the non-kinetic attack. This type of attack is not aimed at
physical destruction but is designed to impact the adversary’s will to fight and decision making
process. Traditionally, this form of warfare is the propaganda or disinformation campaign. The
historic successes or failures of these types of campaigns have been hotly debated. Cyber
warfare is now a primary tool in the information warfare arsenal to achieve non-kinetic attacks. It
should be noted that non-kinetic attacks could have kinetic results. For example, a non-kinetic
attack on the decision making process of an adversary could result in the adversary making
decisions that have effects in the physical world.

The value of non-kinetic attacks on an adversary is not a new concept, and its importance
has been repeatedly emphasized throughout the study of warfare. Sun Tzu, in The Art of
Strateqy, realized the value in manipulating the decision making process of the enemy
commander and recommended in battle: “use the normal force (direct approach) to engage; use
the extraordinary (indirect approach) to win.”* General Von Clausewitz in his tome On War
realized the value of non-kinetic attacks as a means to increase the “fog of war.” In our own

century, Sir Basil Liddell Hart in his epic book Thoughts on War realized the real target in war is



the “mind of the enemy commander, not the bodies of his troops.” Strategic non-kinetic attacks
are directly aimed at the hearts, minds, and the decision making process of the adversary. 2
Cyber warfare is a very attractive means to accomplish non-kinetic warfare. It has many

features that our adversaries would find attractive. Some of the most notable features are®:
Low Entry Cost: For the price of a computer and connection to the Internet anyone
can conduct cyber warfare operations. A variety of cyber warfare tools are openly
available on a multitude of Internet sites worldwide. Consequently, the potential
number of organizations capable of conducting cyber warfare against the United
States is incalculable.
Blurred Traditional Boundaries: Cyber warfare creates its own fog of war. Given the
infinite number of potential threat organizations, the number of different cyber attack
tools and the interconnectivity of the World Wide Web, it becomes increasingly difficult
to determine between foreign and domestic sources of cyber warfare. This creates a
cyber response dilemma. If you don’t know who is attacking you, who responds and
how do you respond to the incident? Within the United States government, responses
to cyber incidents are conducted by different agencies that are maintained as separate
entities for legal reasons. The use of third parties by adversaries to conduct cyber
warfare attacks can further complicate this issue.
Expanded Role for Perception Management: Our adversaries now have the ability to
effortlessly manipulate public perception by digitally manufacturing information or
altering multimedia files. The cyber world never sleeps—it is available 24 hours a day.
Perception management requires an equal amount of counter-perception
management. This effort consumes valuable resources. Counter-perception
management may detract from the original mission or may cause the mission to be
canceled outright if the efforts are not successful. American participation in Somalia
Operations from 1992-1994 was a case in point. The Clinton administration’s efforts
were doomed when it could not counteract the negative domestic perceptions caused
by photos showing a dead American service member being dragged through the city
streets of Mogadishu.
Lack of Strategic Intelligence: Traditional intelligence gathering methods and
subsequent analytic techniques are outdated. Current intelligence and law
enforcement organizations are not prepared for cyber warfare intelligence gathering.
The blurring of traditional boundaries is a factor in this issue. Who, legally, collects
what intelligence on whom? Adversaries will operate on Internet time and are able to



stand up and take down cyber attack centers faster than our ability to identify and
evaluate their intentions.

Difficulty of Tactical Warning and Attack Assessment: As a result of the ease and
availability of cyber warfare tools and the fact that anyone can potentially launch a
cyber attack, there is little to differentiate the “thrill-seeker” attack from the nation-state
attack. Consequently, the United States may not know when an attack is underway,
how the attack is being conducted, or by whom. The anonymous nature of cyberspace
can be pierced over time but the initial cyber assault favors the attacker.

Difficulty in Building and Sustaining Coalitions: Coalition warfare is the United State’s
warfare method of choice. However, collective network security is only as good as the
weakest link. Less technically advanced coalition partners may not be up to current
technical standards and may represent a potential backdoor into United States
information systems. Upgrading the security posture and ensuring that our coalition
members are not potential targets will require a significant investment of our
resources.

Vulnerability of US Homeland: Current studies indicate that the United States will be
increasingly dependant on complex, interconnected, and networked information
systems. Consequently, our vulnerability to cyber warfare operations will increase over

time, thus providing our adversaries with a target rich environment.

The cost of conducting a traditional kinetic attack is too high for our adversaries to sustain.
Traditional kinetic attacks are limited in scope and only affect the military, physical, and
economic planes of our society. In order to achieve their objectives, our adversaries must turn to
WBOM. Non-kinetic attacks, as expressed in cyber warfare, offer adversaries greater
opportunities to directly impact the United States homeland on the political and social as well as
the military, physical and economic planes of our society.
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Cyber warfare does not follow the generally accepted principles of warfare in the

traditional sense. Those principles of warfare were based on an Industrial Wave method of
waging warfare. While some are applicable to the conduct of cyber warfare, others are not. The
following chart summarizes the generally accepted principles of warfare in a cyber war

context®:

Principle Relevance

Mass Old: Bringing together all available kinetic forces to overwhelm the
enemy at one place and one time.
New: Bring together all available cyber forces to overwhelm the
enemy at a specific cyber space location and time. Mass is not
restricted to the use of friendly cyber forces. For example a denial of
service attack may use multiple friend or foe computers to attack one
computer at a specific time. Cyberspace provides the ability to swarm
resources.

Objective | Remains the same. Specific targeting of the adversary’s key center of
gravity.




Offense Old: Maintain offensive operations to preserve the freedom to dictate
the operational tempo of the campaign.

New: Not as relevant. Adversarial cyber war operations can occur
anytime, anyplace. No longer limited to inherently military targets.

Surprise | Remains the same: Pick the time and place for cyber warfare
operations against our adversaries where they least expect it or at
times when their security level is at a minimum

Economy | Remains the same: Cyber warfare is the ultimate application of the
of Force | economy of force principle. One attacker has the ability to tie up the
adversary’s resources well out of proportion to the attacker’s size.
Unwitting third parties may be pressed into service.

Maneuver | Remains the same: Use of the Internet allows adversaries to switch
their point of attack quickly and efficiently. Ability to maneuver in
cyberspace is greater than physical space.

Unity of Old: Maintain unity of command to maintain unity of forces in the drive
Command | to obtain a single objective.

New: Maintain general commonality of effort. Internet allows a
confederation approach of different groups to achieve a common set
of goals.

Security Remains the same. Added importance as unknown and infinite
number of adversaries can now strike from any direction at any time.

Simplicity | Remains the same. Cyber war operations are technically challenging.
However, this does not mean the overall mission objective needs to
be challenging. Those cyber operations that are the simplest in scope
have the best chance of success. For example, a recent successful
cyber attack targeted the common network printer buffer protocol.

TABLE 1.
Cyber space is a unique environment with its own set of physical laws. The use of cyber
warfare as a component of information operations requires new principles of warfare to be

considered. Future principles of cyber warfare should include the following®:

Physical Cyber warfare is irrelevant unless it has an effect in the physical
Effects world. Media pundits write about using cyber warfare to open
floodgates or cause power grids to fail. This is beyond the ability of
current cyberspace operations. A more practical example of this
principle is to change something in cyberspace that will manipulate
the judgment and actions of adversary decision makers in the
physical world.

Visibility Cyber space is an artificial environment. Although it is often difficult,
offensive and defensive cyber operations can be tracked. Cyber
warfare operations are not stealth operations. Properly set cyber
defenses will, eventually, detect cyber-based operations.




Reliability | Because cyberspace is an artificial environment it is not consistent or
reliable. Hardware and software configurations vary widely and do
not always work as expected. Local technical conditions can effect
cyber operations in unexpected ways and have unintended
consequences. Cyber war operations may not accomplish their
objectives.

Duality Cyber tools can be of use in offensive and defensive operations by
either friend or foe. For example, a packet scanner can be used to
detect an adversary’s vulnerabilities as well as to identify and correct
internal weaknesses of friendly forces.

Equipment | Both the cyber defender and attacker control only a very small
Defense portion of the cyberspace. Whoever can control the part of
cyberspace that their opponent uses, can control the opponent.
Controlling an opponent’s cyberspace equates to dominating the
opponent’s cyber equipment either directly or indirectly.

Physical Physical constraints limit cyberspace operations. Hardware,
Constraints | software, and information systems must operate within their technical
parameters. This creates artificial boundaries, which will limit the
possible scope of cyber operations.

TABLE 2.

“The real target in war is the mind of the enemy commander, not the bodies of
his troops.”

¥ Captain Sir Basil Liddell Hart
Thoughts on war

Offensive cyber warfare can be conducted across the entire range of military and non-
military operations to achieve national objectives. The employment of cyber warfare to affect an
adversary's information capabilities can be a tremendous advantage to the United States in
times of crisis or conflict. The decision to utilize offensive cyber warfare operations should be
made only after coordination within the highest levels of our government. Improperly
coordinated or approved offensive cyber warfare operations have the potential to be self-
disruptive to the attacker.

Offensive cyber warfare may be the main effort or the supporting effort in an information
warfare operation. In either case, the principle objective of offensive cyber warfare is to target
the adversary’s human decision-making process.” Being consistent with our basic principles,
offensive cyber operations should achieve a physical world result. Clearly articulated offensive
cyber war objectives should support our overall national objectives during the entire peace-



crisis-conflict-peace continuum. Use of cyber warfare as a tool in achieving our national
objectives is no different from using a non-cyberspace warfare tool. The selection of offensive
cyber war objectives should be appropriate to the situation and consistent with applicable
domestic and international laws. ®

Offensive cyber war operations fall into one of three categories: destruction, disruption, or
disinformation.’ Cyber operations that result in the destruction of physical assets are currently
not a reality. To date, not a single incident of physical destruction resulting from a computer
virus or another form of cyber type attack has been reported. It is possible that this capability
might be developed in the future. However, it is unlikely that any but the most technologically
advanced adversaries will be able to develop this capability. Research and development efforts
should be continued to further explore this option and ensure that it remains only a possibility.

Disruption is the most likely and common form of offensive cyber warfare. This type of
operation can best be exemplified by web page defacements, the releasing of computer viruses,
worms, and other software attacks aimed at damaging critical data within information processing
systems. The level of sophistication needed to unleash this type of attack is very low. Tools are
available on the Internet that anyone can download and launch. The desired result of this type
of operation is to deny (at least temporarily) the adversary the use of their information systems
and cause them to expend valuable resources on system restoration. Disruption operations
should be used sparingly, however. Once released, disruptive attacks are difficult to control, and
may affect the attacker as much as the defender.

Disinformation involves the deliberate manipulation of information with the intent of placing
the adversary in the worst public opinion position possible. The objective of this option is to
create a hostile climate to the adversary’s policy position so that public opinion will cause them
to modify their position. Disinformation differs from the other two forms of offensive operations in
the sense that it targets not only the adversary, but also those who might assist the adversary.
Disinformation is the least intrusive form of the three types of offensive cyber war operations, as
it does not depend on interacting with the adversary’s information system. One major
disadvantage of this type of operation is that the attack execution must be managed in fine
detail. Exposing the source of disinformation may result in a backlash against the perpetrator

and a consolidation of support for the adversary.
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“Little minds try to defend everything at once, but sensible people look at the
main point only; they parry the worst blows and stand a little hurt if thereby they

avoid a greater one. If you try to hold everything, you hold nothing.”
¥ Frederick the Great, 1749

Defensive Cyber warfare is designed to operate across the entire range of military and
non-military operations to achieve national objectives. Cyber systems serve as enablers and
enhance our national capabilities. Maintaining the freedom to use our cyber systems is a key
national objective. The primary intent of defensive cyber warfare is to ensure the necessary
protection and defense of our key critical infrastructure. Unlike offensive operations, defensive

10



operations do not require the same level of close coordination and high-level approval.
Defensive cyber operations should be conducted widely and down to the lowest level possible.

There are four key goals in cyber defense. The first is to establish a protective cyber
environment. Maintaining a protective environment will allow us to retain the freedom to use our
systems when and where we need them. The second is attack detection. As previously stated
one of the key reasons why cyber warfare has become an attractive form of warfare is because
it can create its own “fog of war.” Systems, which are not configured correctly or unsupervised,
may not even realize that they are under attack. Third, systems that have been compromised
need to be restored quickly and efficiently. Often the effects of being compromised can be
mitigated if a system can be restored quickly. The fourth and final goal is attack response.
Defensive and offensive cyber operations are mutually supporting. Good defensive operations
will point in the direction of the attacker, which then allows offensive operations to target them
for retaliation

Defensive operations will fall into one of five categories. They are designed to ensure
confidentiality, integrity, availability, non-repudiation, and authentication of friendly systems. The

following chart summarizes the key features of each of these categories **:

Cateqgory Summary
Confidentiality | Actions designed to ensure information is not disclosed to
unauthorized personnel.

Integrity Actions designed to ensure the consistency of information by
preventing unauthorized creation, alteration, or destruction of
data.

Availability Actions designed to ensure that legitimate users are not unduly

denied access to resources, including information, computing,
and communications resources.

Non- Actions designed to ensure that a party to a communication
repudiation cannot later falsely claim that the communication did not take
place.
Authentication | Actions designed to ensure the identity of the principals of a
transaction.
TABLE 3.
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Offensive and defensive cyber operations are key elements of information warfare. They
are available to support the entire spectrum of national security affairs. In times of peace, they
work with other elements of national power to prevent crisis and conflict. In time of crisis, they
can help shape the situation to our advantage and help avoid potential escalation. In times of
conflict they can be used to help win the fight as a kinetic force multiplier and then assist in the

transition to peacetime operations.
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“Terrorism is, among other things, a weapon used by the weak against the
strong.”

Y lan O. Lesser
Countering the new terrorism:
Implications for Strategy
The academic and political debate regarding cyber terrorism is intense. The study of cyber
terrorism suffers from many of the same issues as the study of traditional terrorism. First, there
is no generally accepted definition for cyber terrorism. For the purpose of this paper, cyber
terrorism is defined as:
The unlawful destruction, disruption, or disinformation of digital property to intimidate
or coerce governments or societies in the pursuit of goals that are political, religious

or ideological.
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The focus of this definition differs from a more traditional definition of terrorism in the sense that
it centers on the manipulation of digital property. It has not been proven that cyber terrorism can
have any direct effect on physical property or people. Cyber terrorism, by its nature, exists only
in cyberspace and thus its direct effects are limited to that domain. This is not to imply, however,
that cyber terrorism does not have an indirect effect in the physical world. The previous portion
of this paper clearly indicated that cyber warfare, and thus cyber terrorism, could have non-
kinetic effects.

Cyber warfare has the potential to act as a force multiplier. The cyber terrorist can also
take full advantage of this concept. Consequently, a second definition is offered regarding the
terrorist’s use of cyberspace in support of terrorist operations. Cyber terror support is defined
as:

The unlawful use of information systems by a terrorist or terrorists that is not
intended, on its own, to have coercive effects on a target audience. Cyber terrorism
supports, augments, or enhances other terrorist actions *
The primary goal of a cyber terrorist may not be to disrupt, destroy, or “dis-inform” cyberspace.
The primary goal might be to use cyberspace to “augment or enhance” some other physical
threat or act of terrorism® These activities may include acts of intelligence collection,
communications, logistical coordination, and perception management (i.e. “spin control”).

Not all cyber attacks are “created equal.”® The scope and degree of destruction,
disruption, or disinformation of a cyber attack is clearly indicative of the cyber terrorist’'s
capabilities and objectives. Technical analysis of potential cyber attacks has allowed

categorization into three broad categories. The following chart summarizes these possible

categories®”:
Attack Target Effect Utility Level of
Control expertise
needed
Simple Single System | Unfocused Disruption Low
Unstructured | or Network
Advanced Multiple Basic Disruption Medium
Structured Systems of Destruction of
Networks Data
Complex Multiple Sophisticated | Disruption Very High
Coordinated Networks Destruction of
Systems
TABLE 4.

Simple Unstructured attacks are defined as'®:

14



The capability to conduct basic level attacks against individual systems using tools
created by someone else.
The primary goal of this attack is to disrupt target operations. Typically, the organization or
individual that launches this level of attack has little target analysis capabilities, command and
control, or higher education. They are the most common and basic form of attacks on the
Internet today. The terrorist downloads available hacker tools and launches them against the
intended target. The attack is limited in duration and consequence. Recovery from this type of
attack requires minimal effort and may be negated in its entirety if adequate cyber defenses are
in place’
Advanced Structured attacks are defined as®:
The capability to conduct more sophisticated attacks against multiple systems or
networks and to modify or create basic hacking tools. The organization possesses an
elementary target analysis capability and command and control structure for
sequential attacks from a single location. The organization or individual has the
ability to learn and assimilate new technologies independently and they can train
others to use these technologies.
The primary goal of this type of attack is to disrupt and destroy target operations. Organizations
or individuals that are capable of this level of attack employ a much higher level of cyber
sophistication and education than the Simple Unstructured cyber terrorist. The use of an
Advanced Structured attack also indicates an ability to conduct reconnaissance in order to
target specific vulnerabilities and achieve specific target objectives. At this level the attacker is
not just downloading free attack software but also modifying the programming of attack tools
themselves. The capability to launch this level of attack is an indicator that the cyber terrorist is
part of a much larger and well-resourced organization that may have non-cyber based terrorism
objectives. Efforts to recover from this level of cyber attack will require significant time and
resources. Efforts to defend against this level of attack will require a moderate level of
commitment to employing cyber defense technologies and trained personnel
The final level of cyber attack is the Complex Coordinated Attack. This attack is defined
22:
The capability to coordinate cyber attacks causing mass disruption or data
destruction. The organization—no longer just an individual—capable of this level of
attack has a very high ability to analyze target vulnerabilities, penetrate integrated
heterogeneous defenses and create unique attack tools. The organization has a

strong command and control structure able to employ multiple and simultaneous
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attacks from different locations. It is a very high knowledge-centric organization,
consisting of individuals capable of creating their own cyber warfare tools, doctrine,
and organizations.

An organization capable of this level of attack is the ultimate cyber warrior group. An operational
example would be all-out cyber warfare on the national telephone network. Realistically, this
type of cyber attack is well beyond the capabilities of most, if not all, currently typical terrorist
groups. It is not, however, beyond the capability of a select group of nation-states who might
use cyber terrorism as WBOM. Cyber attacks conducted at this level are extremely technical
and sophisticated, but the probability of occurrence at this point in time is low due to the high
level of expertise and the resources needed to launch them. If successfully launched, the result
could be devastating and would be felt on a national level. Recovery efforts would be very
resource and time intensive?®

Cyber Terrorism
Probability / Impact

High 4
Advance
Impact Structured
Low Probability
FIGURE 6.2

Having identified potential cyber terrorist attacks, the question now is, are terrorists
motivated to pursue cyber terrorism as a method of operation? Cyber terrorism offers the
terrorist the opportunity for remote access to global targets. With the increased level of global
dependence on computer technology, cyber terrorism offers the terrorist new forms of
asymmetric warfare. Ironically, the lack of a worldwide consensus on what constitutes a cyber

16



terrorist act, offers the terrorist a level of legal protection that is not available for a physically
based attack. Additionally, depending on the attack methodology, cyber terrorism is a low cost
operation. In short, many of the incentives to conduct cyber terror attacks are very similar to, if
not the same, reasons that have made cyber operations an attractive form of Information
Warfare®

Equally, there are many disadvantages for the common terrorist to engage in cyber
terrorism. Terrorist groups, like any other organization, operate with constrained resources.
While the cost of cyber operations is low, the attacks may not achieve the organization’s desired
strategic objective. This is especially true of terrorist groups that want to cause physical death
and destruction. Additionally, the use of cyberspace is not completely anonymous and counter
terrorism forces are well equipped to track down those who launch cyber attacks. Consequently,
cyber terrorists will have to decide if the possibility of compromising their base of operations is
worth the result of their cyber attack. Finally, cyberspace is an uncertain realm and the results of
a cyber attack are not guaranteed. Terrorists may not want to commit resources to an unproven
method.?®

The decision to use or not use cyber terrorism as a method of operation also depends on
the group. Different terrorist groups have different goals. Cyber terrorism may not be in
accordance with the group’s objectives. Religiously based terrorist groups have not
demonstrated an overwhelming desire to use cyber terrorism possibly because it does not result
in death, destruction, or have a high media payoff. In contrast, groups intent on disrupting the
commercial operations of large business corporations are conducting cyber terrorist
operations?” The location of the group’s base of operation is also a factor. Cyber terrorism
requires access to technological resources. A group based in the jungles of Peru, with limited
Internet access, is less likely to engage in cyber terrorism than a group located in the Federal
Republic of Germany which has unlimited access to the Internet.

In the end, however, the level of a group’s technical abilities may ultimately decide if a
terrorist organization will conduct cyber terrorism operations. Technical skills are not a critical
discriminator for the lower, less sophisticated level of attacks. They are very critical if the group
wants to accomplish a medium level, Complex Coordinated, or a high level, Advanced
Structure, attack. A terrorist group could have the desire, but find itself without the skills
necessary to conduct cyber terrorist operations precisely when they are positioned in a location
that will enable them to launch an attack.?
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“Threat analysts warn us of our vulnerabilities yet overlook our strengths.”

¥2Ralph Peters
Fighting for the Future

In concluding this discussion on cyber terrorism it is important to consider some other
issues that have not been fully explored and answer the ultimate question--is cyber terrorism a
legitimate threat? Is the threat at the level that we may suffer a “Digital Pearl Harbor?” Are there
no other mitigating factors?

First, consider that cyber terrorists must deal with the difficulty of attacking constantly
moving targets. Cyber defenses are not static. One of the benefits of inflaming public passions
about the threat of cyber terrorism is that the public, as a whole, is much more aware of the
threat and the need to take preventive counter measures. Hardware, software, and personnel
are being upgraded and trained to ensure cyber defensive measures are a part of all automation
operations. The Cyber Corps program at the University of Tulsa is a living testament to the
increased importance being placed on national cyber security. The dynamic nature of cyber
security is, in itself, adding to the ability to defeat cyber terrorist operations.

Second, the increased use of automation systems has resulted in the wide spread
reduction in administrative personnel. Reduction does not equate to elimination. Many cyber
systems--because of security, liability, or mission criticality reasons--retain personnel in the
system to supervise operations and provide over watch functionality. The person-in-the middle
(PIM) is a key factor in helping to defeat cyber terrorist operations. Not only must the cyber
terrorist get by cyber defense systems but they must also overcome the final human defender.
In many ways it is the final PIM that makes cyber terrorism operations so unreliable.

Third, cyber terrorism is a technical operation. While it is important to analyze the human
aspect of the threat, it is more important to focus on the technical threat cyber terrorism poses.
Recent intelligence failures clearly show that the number of different groups that pose a threat to
the security of the United States is almost limitless. Our ability to identify and target these
different groups is resource limited. In contrast, cyber terrorism as a technical operation has a
finite set of attack points. Defend these cyber defense points and you will mitigate or defeat the
ability of the cyber terrorist to conduct these types of technical attacks.

In conclusion, cyber terrorism is not fictional concept. Cyber terrorism is a real and a
legitimate threat. Cyber attacks at the low to medium level do occur on a regular basis.
However, study clearly indicates that cyber terrorism, as a threat, is not currently and has not
been at the level the media pundits would have us believe. A “digital Pearl Harbor” is certainly
conceivable, but it is probably unlikely, and the threat diminishes as the level of awareness
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increases. Correspondingly, the threat of a cyber attack resulting in physical damage is equally
unlikely. What is more likely to occur in the future is a steady increase in the number of cyber
attacks that we are currently experiencing. These attacks are designed primarily to disrupt
digital data and “dis-inform” the public. It is also more likely that the future will see a steady
increase in the use of cyberspace to support general terrorist operations. For the same reasons
that private businesses and governments derive value added from cyber operations, so will
terrorists.

In spite of the events of September 11" we live in an optimistic time. The terrorist group
that attacked us on our home soil is on the run. While still dangerous, their over-all effectiveness
has most likely been reduced. Although cyberspace is not a risk-free environment, the benefits
of private, business, and governmental usage of cyberspace clearly outweigh the risks. The
freedom of cyberspace can be maintained, as long as domestic cyber security measures are

properly structured so as to minimize damage resulting from intentional cyber attacks.
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